
 

 

 

 

 
HEALTH AND HAPPINESS (H&H) INTERNATIONAL HOLDINGS LIMITED 

Group Information Security Management Policy 

 
健合（H&H）国际控股有限公司 

集团信息安全管理政策 

  



 

2 
 

 

Effective Date: June 8, 2018 

生效日期：June 12, 2018 
 

Prepared by: Aaron Xie -Global Information 

Security Department 
 

撰写人：谢永志 – 全球信息安全部 

Approved by: Fei Luo-CEO 

Date: June 12,2018 

批准人（或代表）：罗飞-CEO 

 

日期：2018 年 6 月 12 日 

 

1 General  

概述  

 

1.1 Purpose 

目的  

 

This policy is established to guarantee normal and continuous operation of H&H Group, secure 

information assets, proactively prevent occurrence of security incidents, minimize adverse 

impact of security incidents, earn customer trust, improve competitiveness of H&H Group, and 

provide guidance and support for information security management of H&H Group. 

为保障 H&H 集团业务的正常持续运行，保护信息资产的安全，积极预防安全事件的发

生，最小化安全事件的负面影响，赢得客户的信任，提高集团的竞争力，并为集团的

信息安全管理工作提供指导与支持，制定本政策。 

 

Moreover, make team members to understand:  

并使团队成员明确地理解 

 Information security management policy and principles of H&H Group; 

H&H 集团的信息安全管理方针与原则； 

 Security policies and objectives in all domains of information security management of 

H&H Group; and 

H&H 集团信息安全管理各领域安全策略和目标；以及 

 Channel of acquiring more information. 

获得更多信息的渠道。 

 

Under the premise of recognizing the following conditions, overall policy and strategy for 

information security risk management of H&H Group are listed in this policy that adopted by 

H&H Group: 

本政策列出了 H&H 集团风险管理的总体方针与策略，在认识到以下情况的前提下，已

被 H&H 集团所采纳 
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 There are inherent information security risks in operation environment of H&H Group. 

Therefore, we need to take consideration of and manage these risks; 

H&H 集团的经营环境中存在着固有信息安全风险，因此需要对风险加以思考

和管理； 

 Effective management for information security is vital to continuous development and 

success of H&H Group; 

信息安全的有效管理对于 H&H 集团的持续发展和成功至关重要； 

 Effective information security management is a mean to improve operation stability 

and competitive advantage. 

明确有效的信息安全管理是提升经营稳定性和竞争优势的手段。 

 

1.2 Scope  

范围 

 

This Policy is applicable to:  

本政策适用于 

 H&H Group, subsidiaries and related companies controlled by it (H&H Group), and 

integrator, software developer, product supplier, commercial partners and the other 

third-party organization related to the Company; 

H&H 集团及其所控制的所有子公司及关联公司（H&H 集团），以及与本公司

有关的集成商、软件开发商、产品提供商、商业合作伙伴和其他第三方机构； 

  

 All directors, senior management and employees of H&H Group (including temporary 

workers, consultants and the third-party personnel) (hereinafter referred to as “team 

members”); 

H&H 集团的所有董事、高级职员和员工（包括临时工、顾问及第三方人员）

{以下称为“团队成员”}； 

Every team member above is responsible to abide by this Policy.  

以上每位团队成员都有责任遵守本政策的规定。 

Every manager (of a department/project) shall convey the requirements of this Policy to team 

members within his/her scope of management, and make sure his/her team members to 

understand and conform to requirements of this Policy. 

每位管理层（包括部门/项目）都必须传达本政策的规定，并确保在其职责范围内下属

的所有团队成员都理解并遵守本政策的规定。 

Board of Directors is committed to provide support for this policy, and Executive Team of H&H 

Group is responsible to establish and implement this policy. 

董事会致力于对本政策提供支持。H&H 集团执行团队负责本政策的制定和实施。 
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1.3 External standards 

外部标准 

 
This policy refers to principles and methods described in international risk management 

standards ISO/IEC 27001:2013 Information technology – Security techniques – Information 

security management system - Requirements. 

本政策参考国际风险管理标准 ISO/IEC 27001:2013 信息技术 – 安全技术 - 信息安全管

理体系 - 要求中概述的原则和方法。 

 

2 Information security management principle 

信息安全管理原则 

 
H&H Group realizes that information security management is an activity to manage information 

security risk through systematic method, and it is one of the core and professional risk 

management of the enterprise. Information security risk can occur in many kinds of forms, and 

it may cause positive or negative influence on the capability of H&H Group to achieve its 

strategic goal. 

H&H 集团认识到信息安全管理是通过系统化的方法对信息安全风险进行管理的活动，

是企业核心的专业的风险管理类工作。信息安全风险会以多种形式出现，并可能对

H&H 集团实现其战略目标的能力产生积极或消极的影响。 

 

Effective management of information security risk will improve possibility of target reaching, 

strengthen our ability to make wiser decision, and help the Group taking advantage of 

opportunities to improve its performance in a large scale. 

信息安全风险的有效管理将提升目标达成的可能性，增强我们做出更明智决策的能力，

使集团能够最大限度地利用机会并提高绩效。 

 

If we are not able to effectively identify, assess and manage information security risks, it may 

result in expenditure out of budget, project failure, failure of delivery, or damage of customer 

and shareholder confidence and reputation. 

如果我们不能有效的对信息安全风险进行识别、评估和管理，可能会导致预算外支出、

项目不成功、不能照常交付，或损害客户和股东的信心和声誉。 

 

H&H Group is committed to manage information security risk in a positive and effective way. 

Effective information security management of H&H Group is established on the basis of the 

following principles: 

H&H 集团致力于以积极有效的方式管理信息安全风险。H&H 集团进行有效信息安全管

理，建立在以下原则基础之上 
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 Principle of management (Group Level 1 and Level 2 department managers） 

responsible: management of H&H Group is responsible for information security 

management, overall plan of information security management objectives and policies, 

build up an information security team and reasonably allocate resources, and 

responsible for information security in different business fields; 

管理层（集团一级、二级部门负责人）负责原则：管理层负责信息安全管理工

作，统筹规划信息安全管理目标和策略，建立信息安全保障队伍并合理配置资

源，并对各业务领域信息安全负责； 

 

 Principle of employee participation and routinization: every team member of the 

Group participates in security management of information system, integrate 

information security into his/her own work and work together to fulfil information 

security management requirements and secure information asset jointly; 

全员参与与日常化原则：集团全员参与信息系统的安全管理工作，将信息安全

与本职工作相结合，相互协同工作，认真落实信息安全管理要求，共同保障信

息资产安全; 

 

 Continuously Monitoring Principle: establish effective inspection mechanism, and 

strengthen supervision of information security operations; 

持续监督原则：应建立有效的审核机制，加强对信息安全各项工作的监督与审

核； 

 

 Principle of balancing people management and technical control: insist on 

proactive defense and comprehensive prevention, comprehensively improve security 

of information system, adopt combination of people management and technical control 

methods, to guarantee achievement of expected outcome of information security 

management; 

管理与技术并重原则：坚持积极防御和综合防范，全面提高信息系统安全防护

能力，采用管理与技术相结合，管理科学性和技术前瞻性结合的方法，保障集

团信息安全管理达到所预期目标； 

 

 Principle of compliance: conform to local legal and regulatory requirements, conform 

to all requirements of related competent departments and groups, and utilize local law 

to protect interest of H&H Group at the same; 

合规性原则：应遵守国家地区各项法律法规要求，全面符合相关主管部门和集

团的各类要求，同时利用法律法规来保护集团的利益； 
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 Principle of balancing risk and cost: when selecting security control measures, fully 

consider the balance between cost of implementing security control measures and level 

of security risks, while ensuring compliance; 

安全与成本平衡原则：在合规的前提下，选择安全控制措施时，应充分考虑安

全控制措施投入与安全风险影响之间的平衡，避免出现大投入的安全控制处置

小影响的安全风险。 

 

 Principle of continuous improvement: information security management of H&H 

Group implements PDCA (Plan – Do – Check – Act) cycle management principle. 

持续改进原则：H&H 集团信息安全管理推行管理与技术并重原则和

PDCA(“Plan：规划”—“Do：实施”—“Check：检查”—“Act：处置”)动

态循环管理原则。 

 

 Principle of minimum privilege: security policies, network access control, system 

authorization and data authorization shall abide by the principle. Any team member is 

only allowed to have necessary access right (including system, business and effective 

period) for completing his/her task, and he/she shall not allow to have any excess 

privilege; 

权限最小化原则：安全策略、网络访问控制，系统权限、数据权限都应遵守该

原则，任何团队成员仅享有需要完成其任务所必须的权限（包括系统、业务权

限及权限时效），不应享有任何多余权限； 

 

 Those who manages and those who uses shall be responsible for security of the 

subject: data security management of the Group shall abide by the principle. 

谁管理谁负责，谁使用谁负责：集团数据安全管理应遵循本原则。 

 

Principles of H&H Group’s information security are summarized as “protecting information 

asset, guarantee continuous and effective operation of business, everyone is responsible for 

information security.” 

H&H 集团信息安全原则概括为：“保护信息资产安全，保障业务持续有效运营;信息安

全，人人有责”。 

Information security management shall be integrated into strategic planning, policy 

establishment, business process, project management and change management of the whole 

enterprise. 

应将信息安全管理嵌入到整个企业的战略规划、政策制定、业务流程、项目管理和变

更管理中。 
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3 Overall strategy of information security management 

信息安全管理总体策略  

 
Information security management is a systematic approach, which is ubiquitous. Every 

department, position, and even business partner takes responsibilities of information security 

management. At the same time, it is closely related to daily work of every employee. Every 

team member shall unify thoughts, raise awareness, attach importance, self-initiated and make 

unremitting efforts on information security management. We shall identify basic policies of all 

security domains to ensure information security management is in the right direction. 

信息安全管理是一个系统工程，信息安全工作无所不在，分散在每一个部门，每一个

岗位，甚至是每一个合作伙伴；同时，信息安全是团队成员共同分担的责任，与每一

个员工每一天的日常工作息息相关。所有团队成员必须统一思想，提高认识，高度重

视，从自己开始，坚持不懈地做好信息安全工作。我们需要明确各安全领域的基本策

略，以确保信息安全管理工作的方向是正确的。 

 

A. Information security organization policy 

信息安全组织策略 

1) H&H Group shall establish an effective security management organization at all levels 

and assign responsibilities including decision-making, management, implementation 

and supervision, etc. to every team members. 

H&H 集团应建立有效运行的各级安全管理组织架构，明确包括决策、管理、执

行、监管等职责。 

B. Key business process and asset management policy 

关键业务流程及资产管理策略 

1) Various key information assets (e.g. customer data) of H&H Group shall be protected 

properly to ensure confidentiality of information, maintain integrity and availability of 

information and prevent unauthorized access of information. 

必须确保 H&H 集团的各项关键（秘密级以上）信息资产（如: 客户数据）都能

得到妥善保护，确保信息的保密性，维持信息的完整性和可用性，防止信息非

授权访问。 

2) Ensure security control objective has been considered in key business and IT processes 

of H&H Group, and effective risk control measures are prepared and taken, as well as 

establishing a monitoring mechanism for the control measures. 

必须确保 H&H 集团的各关键业务流程及 IT 流程控制中均考虑了对信息资产的

安全管控目标，并进行了有效的控制措施，且建立了对此控制措施进行监控的

机制。 
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3) Identify key information asset, establish process, asset list and acceptable use rules. 

Clearly define responsibilities and information asset owners, and establish a system of 

accountability. 

应当对所有关键信息资产进行识别，建立流程与资产清单和使用规则，明确定

义信息资产责任人及其职责，为信息资产建立问责制。 

4) Classify information asset and determinate protection measures base on different class 

of information asset. 

对信息资产分级分类，明确不同级别的信息资产保护措施。 

5) Manage the information assets that can be accessed by external organizations, to ensure 

these assets are secured. 

对外部组织访问的 H&H 集团信息资产进行管理，确保其得到应有的安全保护。 

C. Human resource security policy 

人力资源安全策略 

1) Select properly before hiring key position, perform background check and define 

responsibility and authority. 

应在关键岗位人员任用前进行恰当筛选，进行背景调查，明确安全职责和各项

权限。 

2) Define security responsibility of personnel in key position and management position 

during the employment process, and authorization for personnel shall abide by 

“principle of minimum privilege”. Establish reward and penalty system, all employees 

shall be trained to arise security awareness. 

应在关键岗位及管理岗位人员任用中落实安全职责，对人员的授权必须按照

“权限最小化”原则进行，建立必要的培训和奖罚制度，所有员工都必须接受

信息安全培训和教育，增强信息安全意识。 

3) Establish security control for employment termination/change procedures. Cancel or 

change access right of employee, contractor and the third-party personnel upon 

termination or change of role. 

应对任用终止与任用变化建立规范的安全控制程序，确保及时冻结/取消或变更

员工、合同方人员和第三方人员所拥有的、与其目前职责不相符的对本集团信

息资产的使用权。 

4) Head of each department shall be the person accountable for information security of 

the department and shall be responsible for information security management and 

incident within the department. Accountability of Information security incident is 

bottom-up, from low to high level staff.  

各部门负责人作为本部门的信息安全责任人，对部门内信息安全管理与事件负

有责任。信息安全事件的问责机制从下至上依次问责。 
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5) Non-disclosure agreement shall be signed between company and employee, 

information security responsibilities and rights shall be specified. 

员工应与公司签署保密协议，明确信息安全职责与权力。 

D. Physical and environmental security policy 

物理与环境安全策略 

1) Define physical secure area according to security requirement, strengthen security 

management in working environment, and restrict access to important areas. 

应按安全要求划分物理安全区域，加强工作环境的安全管理，严格执行人员进

出和对重要区域的管理制度。 

E. Access control policy  

访问控制策略 

2) Request shall be submitted and approval shall be obtained before access to business, 

system, network, data etc. Access control shall strictly abide by the “principle of 

minimum privilege”. 

对于业务、系统、网络、数据等方面的访问控制，应严格遵守“权限最小化原

则”进行申请和批准。 

F. Information system acquisition, development and maintenance policy 

信息系统获取、开发与维护策略 

1) All security requirements of information system shall be defined in requirement 

analysis phase of a project and shall be taken as an important component of overall 

structure of the information system. 

应用系统的所有安全需求都需要在项目需求分析阶段被确认，并且作为信息系

统的总体构架的重要组成部分。 

2) Appropriate technical control measures – such as tracking record, transaction, audit 

and activities log, shall be designed in application software system. 

应把适当的技术控制措施、查验追踪和活动日志等控制手段设计到应用软件系

统中。 

3) Information at the risk of unauthorized access shall be protected by crypto system and 

encryption techniques when other control measures is not effective. 

对于面临非授权访问威胁的信息，当其它控制措施无法对其进行有效保护时，

应当用密码系统和加密技术进行保护。 

4) Control access to system files (e.g. script, system logs, etc.).  

应控制对系统文件的访问（如：脚本，系统日志等）。 

5) Control projects and supporting environment strictly, and implement security control 

for change of application system, operation system, software package, and software 

outsourcing. 
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应对项目和支持环境进行严格控制，即对应用系统、操作系统及软件包的更改

及软件外包活动进行安全控制。 

6) Obtain information of technical defects of information system timely, evaluate the 

protection against the technical defects and take proper measures. 

应及时获得 H&H 集团所使用的信息系统的技术脆弱点的信息，评估集团对此

类技术脆弱点的保护，并采取适当的措施。 

G. Third-party management related to information security 

与信息安全相关的第三方管理 

1) Establish third-party information security review mechanism to ensure that the third 

party has proper information security controls in place; 

应建立第三方信息安全评审机制，确保为集团提供与信息资产相关服务的第三

方具有适当的信息安全保护能力； 

2) Establish mechanism to evaluate capabilities of information protection of third party. 

Conduct the evaluations regularly and the evaluation result can be one of the decision-

making influence factors for continuing business relationship with the third party. 

应建立第三方信息安全能力评估机制，并定期进行信息安全相关能力评估，作

为继续与该第三方合作的决策信息之一。 

H. Information security incident management policy 

信息安全事件管理策略 

1) Establish an effective security incident management mechanism and define security 

responsibility for all employees; establish report and response procedures for 

happening or suspicious information security incident, and take actions against the 

personnel that violates security policy. 

应该采取一套有效的安全事件管理机制，明确所有员工的安全责任，建立对已

发生或可疑的信息安全事件的报告及响应流程，并对违反安全策略的人员进行

惩罚。 

2) Ensure sustainable improvement method and respond, monitor, evaluate and manage 

information security incidents comprehensively. 

应确保使用可持续的改进方法，对信息安全事件进行响应、监视、评估和总体

管理。 

I. Business continuity management policy 

与信息安全相关的业务连续性管理策略 

1) Implement business continuity plan for core business of the Group to reduce influence 

of major faults and disasters on key business process of the Group. 

应对集团核心业务实施业务连续性计划，降低集团关键业务流程不受重大故障

和灾难的影响。 
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J. Compliance policy 

符合性（合规）策略 

1) Identify relevant laws, regulations and requirements of industrial standards timely. 

应及时识别相关法律、法规和行业标准的要求。 

2) Design, operation, use and management of information system shall comply with 

requirements of laws, regulations and contract requirements. 

信息系统的设计、运行、使用和管理要符合法律、法规及合同的要求。 

3) Conduct conformance review and technical review for security of information system 

regularly (at least once a year) to evaluate whether it complies with applicable laws 

and regulations, implementation standards and documentary security control measures; 

应定期（至少每年一次）对信息系统的安全进行符合性评审和技术评审，判断

其是否符合适用的安全法规与政策、实施标准和文件化的安全控制措施； 

4) During security inspection for information system, to protect completion of inspection 

tool and prevent abuse of inspection tool, necessary control measures shall be taken to 

prevent leakage of sensitive information or damage to information system. 

在对信息系统进行安全检查期间，为保护检查工具的完整性和防止滥用检查工

具，需要建立必要的控制措施，以免敏感信息的泄露或对信息系统造成损害。 

 

4 Information security management objectives 

信息安全管理目标 

 

Defined overall policy, strategy and objective of information security management will lead 

information security of H&H Group going on the right track. Main Objectives include: 

明确的信息管理总体方针、策略与目标，能够确保 H&H 集团的信息安全向着正确的方

向前行。关键目标主要包括： 

 

A. Providing security protection for achieving strategic goals of the Group and ensuring safe, 

steady and healthy continuous operation of business. 

为集团战略的顺利达成, 业务稳健、健康、安全的可持续性运行，提供安全保障。 

B. Ensure Information Security Management System, implemented control measures and 

security readiness of H&H Group meet the requirements of local legislations in each region, 

to mitigate information security related compliance risks. 

保障 H&H 集团信息安全管控机制、措施和成熟度，基本符合各国家地区的法律法

规及监管要求，降低信息安全相关合规风险。 

C. Ensure confidentiality, integrity and availability of information asset owned and managed 

by H&H Group to prevent it from any physical damage or logical intrusion. 
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保护 H&H 集团拥有和管理的信息资产的机密性、完整性和可用性，使其免受任何

物理破坏或者逻辑侵害。 

D. Prevent key business systems of H&H Group from serious or frequent impacts done by 

security incident, and prepare business continuity plan for key business system. 

保障 H&H 集团关键业务系统不因安全事件的响应延缓，受到严重、频繁影响，对

关键业务系统制定业务连续性计划。 

E. Expand the communication of information security awareness and responsibility, from IT 

department to the Group and each employee, so that each employee will implement 

information security requirement in daily operations and improve overall efficiency and 

effect of information security management. 

使信息安全风险意识和责任意识从 IT 部门扩展到集团每个员工，使员工在日常业

务中按照相关规范执行信息安全要求，提高信息安全管理的整体效率与效果。 

F. Establish procedures to collect, respond, report and investigate information security 

incidents and necessary reward and penalty measures. Take effective actions against 

behaviours that have breached information security or attempt to do so. 

制定完善的收集、响应、报告和调查信息安全事件的机制和必要的奖惩措施，以有

效的方式处理已发生的或有企图的破坏信息安全的行为。 

G. Define everyone’s security responsibility, to monitor and evaluate security performance, 

and to establish and implement a reward and penalty system based on security performance. 

明确每个人对相关信息的安全责任，并在工作中实施、监督和考核，建立信息安全

考核与奖罚制度并切实执行。 

H. Ensure access, storage, transmission and process of information or information system of 

H&H Group are acquired by proper business justification, authorized and compliant with 

local legislations and/or requirements of supervision departments, as well as inner rules and 

systems of H&H Group. 

确保用户对 H&H 集团信息和信息系统的访问、储存、传送、处理的请求与操作过

程都是出于业务工作的需要和得到了正式授权，并符合各地区/国家法律法规、监

管部门要求及集团内部规章制度的要求。 

I. Review Information Security Management System periodically, identify information 

security risk, and take proper actions to mitigate risk to acceptable level. 

对信息安全管理体系进行阶段性的审核，识别信息安全风险并采取适当补救措施，

以使风险水平降低到可以接受的程度。 
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5 Information security management framework 

信息安全管理框架 

 
Information security management report shall be summited to Audit Committee annually, 

including review of overall information security performance of H&H Group and information 

security risk assessment of all business fields, it has embodied two kinds of information security  

 

management methods: top-down (management) and bottom-up (reporting), to form a closed 

loop of information security management. 

信息安全管理报告应每年提交给审计委员会，其中涉及 H&H 集团整体信息安全管理的

审查，并包括对各个业务领域的信息安全风险评估，体现了管理“自上而下”和汇报

“自下而上”全员负责的信息安全管理方法，形成信息安全管理的闭环。 

 

Although the review is conducted in the whole organization once a year, however information 

security management is not a process that implement once a year, but continuous approach and 

shall be enforced in the Group throughout the year according to PDCA model. 

虽然这一过程每年都会在整个组织中进行一次，但信息安全管理不是一个年度的过程，

而是一个持续的过程并遵循PDCA的模型，应该在全年过程中在企业范围内定期进行。 

 

In daily management of H&H Group, when making decisions or implementing projects, 

everyone shall abide by information security principle and procedures. 

在 H&H 集团的日常管理中，在制定业务决策时和项目开展过程中，每个人都负有遵循

信息安全原则和程序的责任。 

 

6 Roles and responsibilities 
角色和职责 

 
6.1 Board of Directors 

董事会 

 
Board of Directors shall implement strategic supervision, take the responsibility of security 

governance, and provide management support for realization of strategic and business goals.  

董事会进行战略监督并承担信息安全治理的职责，为实现战略和业务目标提供管理支

持。 

Board of Directors shall take overall responsibilities of supervision of key information security 

risk by the following methods: 

董事会通过以下方法全面负责对关键信息安全风险的监督 
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 Review and approve information security posture of H&H Group annually; 

每年对 H&H 集团信息安全概况进行审批； 

 Determine ‘tone at the top’ for information security risk management and objectives 

of the whole organization; and 

确定整个组织的信息安全风险管理基调和目标；以及 

 Review and approve information security risk assessment report of H&H Group. 

对 H&H 集团信息安全风险评估报告进行审批。 

 

6.2 Audit Committee 

审计委员会 

 

Audit Committee of H&H Group coordinates with Board of Directors to: 

H&H 集团审计委员会协助董事会： 

 Review, check and monitor information security integrated into control system of all 

business process; and 

对信息安全融入各业务内部控制体系进行审查、核准和监控；以及 

 Evaluate sufficiency and validity of information security management and report of 

H&H Group. 

对 H&H 集团信息安全管理和报告的充分性和有效性进行评估。 

 

6.3 CEO 

首席执行官 

 
CEO shall be responsible for overall information security of the Group. 

首席执行官对集团整体信息安全负责。 

CEO shall ensure that the Group establishes Information Security Management System, but also 

implement and maintain the system in accordance with this Policy. 

首席执行官应确保集团根据本政策建立信息安全管理体系，并进行实施和维护。 

CEO shall provide support for information security team of H&H Group to ensure effective 

implementation of Information Security Management System. 

首席执行官应对 H&H 集团信息安全团队提供支持，从而使 H&H 集团的信息安全管理

体系得以有效实施。 

CEO shall review and approve information security management policy. 

首席执行官对信息安全管理政策进行审批。 
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6.4 Senior management (or manager) of a department (or project) 

各部门（项目）高级管理层（或经理） 

 
Senior management (or manager) of a department (or project) is responsible for information 

security management of the department (or project) 

各部门（项目）高级管理层（或经理）为本部门（项目）信息安全管理责任者。 

 

Ensure effective and continuous operation of Information Security Management System, he/she 

shall be responsible for effective implementation of information security control requirements 

as well as response to information security incident, within his/her department (or project). 

应保证信息安全管理体系在本部门（团队）的有效、持续运行，对未有效执行信息安

全控制要求，及安全事件负有责任。 

 

6.5 Global Information Security Department 

全球信息安全部 

 
Global Information Security Department is a daily management unit of information security that 

shall be responsible for assisting implementation of information security management activities 

by the following methods: 

全球信息安全部作为信息安全的日常管理机构，负责通过以下方式协助企业开展信息

安全管理活动： 

 Establish, supervise implementation and maintenance of Information Security 

Management System of H&H Group; 

对 H&H 集团信息安全管理体系进行建立、监督执行与维护； 

 Maintain, monitor and report information security posture (management system, 

operation, security risk) of H&H Group; 

对 H&H 集团信息安全概况（管理体系、运行情况、安全风险）进行维护、监

控和报告； 

 Provide information security consultation for all business units in H&H Group; 

对 H&H 集团内各业务单元提供信息安全咨询； 

 Assess and report emerging (or potential) information security risk with business units; 

与业务单元一同对新出现的信息安全风险进行评估并做出报告； 

 Follow-up on status of managing (or respond to) high (or serious and major) 

information security risks (or incidents). 

针对高等级（较大、重大）信息安全风险处置情况进行跟踪； 

 Develop Information Security Management System and tools, which shall be 

implemented by different regions of H&H Group; and 
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开发信息安全管理体系和工具，由集团和各个区域予以实施； 

 Provide consultation and report on information security risk management for Audit 

Committee, Board of Directors, CEO and General Managers (of different regions.) 

以及向各个区域的审计委员会、理事会、首席执行官和总经理提供信息安全风

险管理报告和咨询。 

 

6.6 H&H Group IT 

集团信息技术团队 

 
IT team is responsible for information security technology of H&H Group, that shall be 

responsible for implementation of security control requirements in technology aspect, 

maintenance and control target achievement of information security technology. 

IT 团队为本集团信息安全技术责任部门，对集团信息安全技术层面控制要求的落实，

运维及信息安全技术控制目标的有效达成负有责任。 

 Information technology team shall establish a comprehensive, secure and reliable 

information technology framework; 

信息技术团队应建立全面的安全可靠的信息技术基础框架； 

 Team members of information technology team shall have security consciousness and 

skills to mitigate security risks caused by lack of awareness; 

信息技术团队成员均应具有较高的安全意识与技能，杜绝由于意识问题导致的

安全风险或事件； 

 Integrate information security policies and requirements of H&H Group into inner 

control of all fields of information technology (network security, endpoint security, 

server security, database security and anti-virus, etc.) 

将集团信息安全策略及要求融入信息技术各领域（网络安全、终端安全、服务

器安全、数据库安全、病毒安全等）内部控制中； 

 Information technology team shall secure information system proactively in 

accordance with information security policies and requirements of H&H Group; 

信息技术团队应依照集团信息安全策略及要求，积极主动的进行信息技术层面

的安全保护，并持续保障技术安全要求的有效性； 

 Establish continuous improvement mechanism for security control technology, 

identify and monitor security risks in information technology. 

应建立持续的安全技术风险的识别及改进机制，持续监控信息技术层面的安全

风险并持续改善。 
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6.7 Information Security Ambassador of a department (or region) 

各部门（地区）信息安全大使 

 
As an ambassador for information security in his/her department (or region), they are obligate 

to ensure effective reporting and response to information security incident of his/her department 

(or region). 

作为本部门信息安全工作的协调者，有义务保障本部门信息安全事件的及时有效报告

及处理。 

 

 Allocate resources and assist information security management department to conduct 

information security inspection and assessment; 

协助全球信息安全部，协调部门资源进行信息安全检查与评估工作； 

 Follow-up information security related tasks of the department (or region); 

推进与本部门相关的信息安全改进工作； 

 Organize and conduct self-checking in the department (or region); 

组织和执行本部门信息安全自查工作； 

 Collect and report information security incident or potential security risk to Global 

Information Security Department. 

收集并向全球信息安全部反馈本部门出现的信息安全事件或可能的安全风险。 

 

6.8 All team members 

所有团队成员 

 
Every team member shall be responsible for his/her own information security management and 

activities. 

作为自身信息安全的责任人，对自身主动或被动的信息安全行为负责。 

 Team member shall be responsible for his/her own information security related 

activities. 

各团队成员对自己的信息安全保护相关活动负责； 

 Team member is obliged to report information security incidents (risks) that are found 

by him/her, in accordance with information security incident management procedure; 

各团队成员有责任通过信息安全事件管理程序，报告其发现或识别的信息安全

事件（风险）； 

 Team member shall avoid information security risk proactively and implement relevant 

information security requirements effectively; 

各团队成员应主动的规避信息安全风险，有效执行与自身相关的信息安全要求； 
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 Team member shall abide by H&H Group information security principles, policies and 

procedures, as well as other relevant requirements from management. 

遵守集团信息安全相关策略、政策、流程要求，以及管理层提出的与这些文档

相关的其他要求。 

 

7 Communication and training 

沟通与培训 

 
H&H Group will ensure that all team members, including new members to know and understand 

requirements in this Policy. 

H&H 集团将确保所有团队成员，包括新加入的团队成员了解并理解本政策中的规定。 

 

8 Supporting document 

支持性文件 

 
H&H Group has established all-level information security management process to support this 

Policy. 

H&H 集团制定了各层面信息安全管理程序对本政策提供支持。 

 

9 Question about this policy 

与本政策有关的问题  

 
For any question related to this Policy and its application, please reach out to: 

有关本政策及其应用的任何问题应向以下人员提出： 

 Your manager; or 

您的经理；或者 

 Global Information Security Department 

全球信息安全部 
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